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Usage Information

Documents published herein are furnished “As Is.” There are no expressed or implied warranties. The
content of this document herein is subject to change without notice.

HIPAA Notice

This Maine Health PAS Online Portal is for the use of authorized users only. Users of the Maine Health
PAS Online portal may have access to protected and personally identifiable health data. As such, the
Maine Health PAS Online Portal and its data are subject to the Privacy and security Regulations within
the Health Insurance Portability and Accountability Act of 1996, Public Law 104-191 (HIPAA).

By accessing the Maine Health PAS Online Portal, all users agree to protect the privacy and security of
the data contained within as required by law. Access to information on this site is only allowed for
necessary business reasons, and is restricted to those persons with a valid user name and password.
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1. Introduction

This Trading Partner Guide for Clearinghouses describes several processes that will be useful to
clearinghouses that want to register as trading partners. The following sections contain a list of the
information needed before starting the registration process, as well as a detailed description of how to
complete each of the registration steps.

If the user is not a clearinghouse that wants to register as a trading partner, refer to the appropriate
document in the Trading Partner Guides repository on the MIHMS Health PAS Online Portal (online
portal).

2. Information Needed
Before registering as a trading partner, make sure that the following information is readily available:

e Tax ID of the Clearinghouse.

e Name, business address, business telephone number, and email address for the person who is
completing the trading partner registration. (This information is used to create the main trading
partner account for the clearinghouse.)

e (Optional) The names and email addresses of additional people to affiliate to the main trading
partner account as representatives of the clearinghouse. Representatives may be additional parties
who work for the clearinghouse that may have an interest in such activities as maintaining the
clearinghouse’s account as business needs change.

NOTE: This information is used to create the trading partner account for the clearinghouse.

3. System Requirements

To successfully use all features of the online portal, ensure that computer systems meet the following
minimum requirements:

¢ Reliable online connection

e \Web browser — The latest version of Microsoft Internet Explorer is recommended. As new
versions of Internet Explorer become available it is recommended that these versions are used.

e The latest version of Adobe Acrobat Reader
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4. Complete the Registration Steps

4.1 Choose the Trading Partner Registration Link

Click the Register link to access the first Trading Partner registration page. The link is located on the left
side of the online portal Provider page, see Figure 4-1 below:

MulnECure Semces

An Office of the umunm.mu of
Health and Human Services

Home Provider

User Name:

Password:

Retrieve User Name

Provider Useful Links

Izl Provider Enrollment Links
In-State Provider
Enrollment

m Resume Your Enrollment
w Check Status of Enrollment
" app
w Out of State Provider
® Enrollment
Non Medicaid Provider
Enrollment
= Provider Manuals

m . Health PAS-Online

Member

Home > Provider

Important Updates

Known Issues and Statuses 2/7/2011%:33PM
by spadmin
See full listing of Known Issues and Statuses.

MECMS Timely Filing
by AugAdmin

Did you catch the MaineCare listserv on MECMS Decommissioning?
I not, please read it today if you have any questions or concerns about submitting
claims for dates of services prior to 9/1/10.

2/7/20119:32PM

Changes to Phone Lines 2/7(2011%:29PM
by AugAdmin

0n February 1st, we had some changes in our phone lines.

For MeCMS claims (pre 9/1/2010 dates of service) contact your Provider Relations
Specialist directly.

For MIHMS claims (9/1/2010 and later dates of service) use the MaineCare Services
Phone...

Hew Link Available!
by AugAdmin

There is a new link available under the Provider Useful links called National Correct
Coding Initiative Edits. This link will direct you to the CMS website for more
information on the Mational Correct Coding Initiative.

2/1/2011 3:37PM

Important IRS Information 1/18/2011 6:23PM
L "

Online Help @ Page Help @ Sign In

iz sie =] 9]

Mon, Feb 21, 2011

‘Welcome to MIHMS

Here are some valuable documents that will help you use the Maine
Integrated Health Management Solution (MIHMS):

Provider Quick Reference — shows you where to find many
commenly used items on the MIHMS and MaineCare websites

Prior Authorization Manual — what you need to know about the prior
authorization process and requirements

Billing Instructions — field-by-field instructions specific to MaineCare
Services — these are useful even if you plan to use DDE (Direct Data
Entry) to submit claims or use EDI 837 to upload claim transactions

Billing Tips — clarify and/or emphasize important billing details for
MIHMS

EDI Companion Guides — Maine-specific technical guides on how to
submit electronic HIPAA transactions

Provider Checklist — gives you all the steps to be ready to bill in
MIHMS

MIHMS Transition Guide — a summary of the changes impacting you
as you move from MeCMS to MIHMS

Figure 4-1: Trading Partner Registration

4.2 Provide Demographics Information
The first trading partner window is shown below in Figure 4-2. On this window, first select the

Clearinghouse type of trading partner from the drop down menu.

| _ _ |

Register As:

*MName:

*Address 1:

*Company Name:

LM

Frovider
Billing Agent

| Clearinghouse

Health Plan
Internal
Public

Figure 4-2: Register As

To complete the demographics window, follow the steps below, see Figure 4-3 below:

MIHMS_EG_0008_v3.0_20141114.doc
Last Updated: 11/14/2014

Page 2 of 21



Maine Integrated Health Management Solution
Trading Partner Guide for Clearinghouses

- Step 1: Demographic Information (A

Register As: Clearinghouse -

* First Name WM.  * Last Name Title

*Mame:

*Company Name:

Address 1:

Address 2
*City
*State: ME v

ZIP code must be in xxxxx or xxxxx-oocx for USA and AXA XAX for Canads. A is any
etic character and X is a numeric digit from 0 to 9.

=Zp

Count i

Telephone - -

Website Address

"Tax 1D

Mext Cancel

Figure 4-3: Demographics Information

1. Inthe Name fields, indicate the name of the person completing this registration. First and last

names are required, the middle initial and title are optional.

In the Company Name field, indicate the company name. This is a required field.

In the Address 1 field, indicate the first line of the business address. This is a required field.

In the Address 2 field, indicate the second line of the business address. This is an optional field.

In the City, State, and ZIP fields, indicate the appropriate information for the business address.

These fields are required.

In the Country field, indicate the country of the business. This is an optional field.

7. Inthe Telephone fields, provide the business phone number, including area code. This is a
required field.

8. Indicate the website address (URL) for the business. This is an optional field.

9. Inthe Tax ID field, indicate the clearinghouse’s tax ID (FEIN or SSN). This is a required field.

10. Complete one of the following:

agrwm

o

o To continue to the next step in the registration process, click the Next button. Proceed to
Section 4.3: Specify Security Information.
o To cancel the registration, click the Cancel button.
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4.3 Specify Security Information

On the second window create a user name, password, and security question and answer. Specify a valid
email address.

The Security Information window appears as shown in Figure 4-4 below:

Step 1: Demographic Information

* User Name:

Password must contain at lesst & charscters consisting of an upper and lower case letter, & special character such a5 3 £ or * or ™ (except ] and 3 number.
* Password:
* Re-enter Password:
* Email Address:

* Re-enter Email Address:

Please enter 3 confidential question and answer
for password reset and user name recovery purposes.

* Security Question:
* Security Answer:

MNext Back Cancel

nformation

Figure 4-4: Security Information
To complete the Security window, follow the steps below:

1. Inthe User Name field, type a user ID.

2. Inthe Password field, type a password. It must be at least six characters long and contain at least

one each of an upper case letter, a lower case letter, a special character (such as an asterisk “>”)

and a number. The password may not contain spaces.

In the Re-Enter Password field, retype the password exactly as typed in the Password field.

4. Inthe Email Address field, type a valid email address. (A confirmation email is sent to this
address, so it is important that the address is valid.)

5. Inthe Re-Enter Email Address field, retype the email address exactly as typed in the previous
field.

6. In the Security Question and Answer fields, make up and type a confidential question and its
answer, respectively. (For example, “What street did I live on as a child?” or “What was the make
of my first car?”) If a password is forgotten this question and answer pair is used to verify the
user’s identity.

NOTE: All fields are required.
7. Complete one of the following:

w

o To continue to the next step in the registration process, click the Next button. Proceed to
Section 4.4: Confirm Information.

o Toreturn to the previous registration step, click the Back button. Refer to Section 4.3:
Specify Security Information, for instructions.

o To cancel the registration, click the Cancel button.
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4.4 Confirm Information

After completing the Security Information window, click the Next button, the Confirm Information
window appears, as shown in Figure 4-5 below:

Step 1: Demographic Information

Step 2t Security Information
e i

Mame : Clarence House
Address : 1234 Main St
Company Name : Maine Clearinghouse
City : Augusta
State : ME
Zip : 04330
Country : USA
Telephone : 207-555-1212

User Name : SampleClearinghouse
Email Address : clarence.house@domainname.com
Security Question : What is the first street I lived on in my
hometown?
Security Answer : Water

Confirm Back Cancel

Step 4: Agreement

Figure 4-5: Confirm Information

Verify that all information displayed on this window is accurate. If anything is incorrect, click the Back
button to go back to the window where the information was originally entered, correct the field, and click
the Next button until reaching the Confirm Information window again.

After verifying the accuracy of the information on this window, complete one of the following:

e To continue to the next step in the registration process, click the Confirm button. Proceed to
Section 4.5: Sign the Agreement Electronically.

e Toreturn to the previous registration step, click the Back button. Refer to Section 4.3: Specify
Security Information, for instructions.

e To cancel the registration, click the Cancel button.
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Last Updated: 11/14/2014



Maine Integrated Health Management Solution
Trading Partner Guide for Clearinghouses

4.5 Sign the Agreement Electronically
After confirming the information, the Electronic Signature window appears, as shown in Figure 4-5
below:

Step 1: Demographic Information

Step 2: Security Information

Step 3: Confirm Information

Trading Partner 1D: :I
Entity Type: CHSE
Tax ID: 123456789

Molina Medicaid Solutions - Maine

CLEARINGHOUSE TRADING PARTNER AGREEMENT

this document.

Please read the entire agreement and provide your electronic signature of acceptance on the final pagx

Yes, [ agree to the above terms and conditions. Print

Please Enter the First Name and Last Name a5 in Demoegraphics Information (Clarence House)

+Signature Date
Host Name: IP Address:
Register Back Cancel

Figure 4-6: Electronic Signature

On the Electronic Signature window, the Trading Partner Agreement is displayed. Be sure to read the
agreement. To agree to the terms and conditions of the Agreement, click the checkbox below it that
indicates “Yes, | agree to the above terms and conditions”.

To sign the Agreement, type the first and last names entered on the Demographics Information window
(Step 1/5) in Section 4.2: Provide Demographics Information, exactly as they appear there. Then,
complete one of the following:

e To print the trading partner agreement, click the Print link that is located below the right side of
the agreement window. This could be useful to facilitate any reviews of the agreement.

e To complete the registration process, click the Register button. Proceed to Section 4.6: Activate
Account.

e To go back to the Confirm Information window, click the Back button. Refer to Section 4.4:
Confirm Information, for instructions.

e To cancel registration, click the Cancel button.

4.6 Activate Account

After signing the Trading Partner Agreement and clicking the Register button, the Registration window
appears, as shown in Figure 4-7 below:
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B Registration

Registration is successful. Check your mail for activation processs

Figure 4-7: Registration

Download agreement

Ok

A pdf version of the TPA can be downloaded by selecting the Download agreement link. Select the Ok
button to complete registration. After account activation, a confirmation email with the trading partner 1D
(TPID) is sent to the address specified during the registration process.

5. Trading Partner Login

Once the account is activated, log in to the secure trading partner features by entering the user name and
password in the online portal Provider page fields, see Figure 5-1 below, and then click the Sign In

button.

MaineCare Services

An Office of lhe Departmen! of
Health and Human Services

Home Provider

Trading Partner S

ser Name:

Passwiord:

Register
Reset Password

Retrieve User Name

Provider Useful Links

= Provider Enrollment Links

In-State Provider
Enrcliment

Rezume Your Enrollment

Check Status of Enrcliment
App

Out of State Provider
Enrcliment

Mon Medicaid Provider
Enrollment

Home > Provider

o

ﬂ Health PAS-Online

Member

Important Updates

Known Issues and Statuses
by spadmin
See full listing of Known Issues and Statuses.

2/7/2011 9:33 PM

MECHMS Timely Filing

by AugAdrmin

Did you catch the MaineCare listserv on MECMS Decommissioning?
If not, please read it today if you have any questions or concerns about submitting
claims for dates of services prior to 9/1/10.

2/7/20119:32 PM

Changes to Phone Lines

by AugAdrmin

On February 1st, we had some changes in our phone lines.
For MeCMS claims (pre 9/1/2010 dates of service) contact your Provider Relations
Specialist directly.

For MIHMS claims (9/1/2010 and later dates of service) use the MaineCare Services
Phone...

2/7/20119:29 PM

Mew Link Available!
by AugAdrmin

There is a new link available under the Provider Useful links called [National Correct
Coding Initiative Edits. This link will direct you to the CMS website for more
information on the National Correct Coding Initiative.

2/1/2011 3:37 PM

Figure 5-1: User Name and Password
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The Welcome to Trading Partner window appears, as shown in Figure 5-2 below:

{5 Accessibility Enable Trading Partner ID:METPID005505 Welcome SampleProvider Online Help @ Sign Out

L8]
MaineCare Services [ - .
: e DEE 2l di . E Health PAS-Online
An Office of the Depariment of -
Health and Human Services . w

Home Provider Trading Partner Mon, Oct 13, 2014

Provider Home > Trading Partner

Welcome to MyHealth PAS, our web-based administrative services tool that
delivers provider and trading partner access to Medical information and medical
administration transactions in realtime through secure Internet. Test

Account Maintenance
File Exchange

Provider Enrollment

Links Using a web-based solution like MyHealth PAS, we have the ability to share

valuable medical information with members, providers and tradingpartners in real-
time emvironment without calling Provider Senices or waiting for mail deliveries

Prior Authorizations

Training

TP Documents
Provider Lists
Surveys
Contact Us
Site Map

User Training is available through the Learning Management System (LMS).

First time Users: If you are a first time user, you will need to register or click on
the left navigation link called Registration in Learning Management System under

o oo i TP =N it il = il Ll

Figure 5-2: Welcome to Trading Partner

6. Trading Partner Logoff

When logged in as a trading partner, the top status bar changes to indicate both the trading partner ID
(TPID) and the user name for the person that is currently logged in. See sample status bar in Figure 6-1
below:

H J!'.CCESS“:Ii"tE' Enable Trading Partner ID:METPIDOOS505 Welcome SEI'I'IIZI'IEF'FCI"J'idEr orlinie HE||:| @ Sign Out

Figure 6-1: Trading Partner ID and User Name
To log off from the online portal, click the Sign Out link in the status bar.

7. Account Maintenance

7.1 Password Reset Overview

For additional security, users are required to change the password for the trading partner log in every 60
days. The user name does not change, but the password must be changed. If the password is not changed,
after 60 days the user is prompted to reset the password at the next sign in.

If the password for the trading partner user name needs to be reset the following methods are used:

o If the current password is known, it is reset using the Account Maintenance feature. This method
is described in Section 7.2: Resetting When the Current Password is Known.

o If the current password is not known, it is reset from the online portal Provider page. This method
is described in Section 7.3: Resetting When the Current Password is Not Known.

MIHMS_EG 0008 v3.0 20141114.doc Page 8 of 21
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7.2 Resetting When the Current Password is Known

If the current password for the trading partner user name is known, sign in to the online portal. The online
portal displays the Welcome to Trading Partner window, as shown in Figure 7-1 below:

& Accessibility Enable Trading Partner ID:METPID005505 Welcome SampleProvider Online Help @ Sign Out

MaineCare Services J o )
N & di @ Health PAS-Online
An <0 the Departmen! o 3
Health and Human Services - m

Home Provider Trading Partner Mon, Oct 13, 2014

Provider Home > Trading Partner

Welcome to MyHealth PAS, our web-based administrative services tool that
delivers provider and trading partner access to Medical information and medical
administration transactions in real-time through secure Internet. Test

Account Maintenance
File Exchange

Provider Enrollment
Links

Prior Authorizations

Training

Using a web-based solution like MyHealth PAS, we have the ability to share
valuable medical information with members, providers and tradingpartners in real-
time environment without calling Provider Services or waiting for mail deliveries

TP Documents
Provider Lists
Surveys
Contact Us
Site Map

User Training is available through the Learning Management System (LMS).

First time Users: If you are a first time user, you will need to register or click on
the left navigation link called Registration in Learning Management System under
"

o Lo i Lo oo Cicot bl .y Ll Ll

Figure 7-1: Welcome to Trading Partner

1. From the menu at left, select the Account Maintenance link to expand the list. From the
expanded list, select the Reset Password link. The Reset Password window appears, as shown in
Figure 7-2 below:

Resaet Password

#* Current Password:

New password should not be same a5 old
PESSWord.

Password must contain at feast &
characters consisting of an upper and
lower case letter,

a special character such as a # or Tor

(except ) and a number.

* New Password:

* Confirm New Password:

Change Password Cancel

Figure 7-2: Reset Password
2. To reset the password, follow the steps below:

a. In the Current Password field, specify current password.

MIHMS_EG 0008 v3.0 20141114.doc Page 9 of 21
Last Updated: 11/14/2014



Maine Integrated Health Management Solution
Trading Partner Guide for Clearinghouses

b. Inthe New Password field, type a different password that follows the password
guidelines. It must be at least six characters long and contain at least one each of an upper
case letter, a lower case letter, a special character (such as an asterisk “*k” ) and a
number. The password may not contain spaces.

c. Inthe Confirm New Password field, retype the password exactly as typed in the New
Password field.

d. Click the Change Password button. The online portal displays a confirmation message, as
shown in Figure 7-3 below:

Reset Password

Your Password has been changed Successfully.

Ok

Figure 7-3: Confirmation Message

3. Click OK to continue. The online portal returns to the Welcome to Trading Partner window.

7.3 Resetting When the Current Password is Not Known

If the current password is forgotten or lost for the trading partner user name, it is reset from the online
portal Provider page. To begin, choose the Reset Password link, as shown in Figure 7-4 below:

Health and Human Services

MaineCare Services I8 4 .
M= o0 e 4 g Health PAS-Online
An Office of the Deporfment of X 1

Home Provider

Home > Frovider

Important Updates

Trading Partner Sign In
- g Known Issues and Statuses 2/7/2011 9:33FM
User Mame: by spadmin

See full listing of Known Issues and Statuses.

Password:
MECMS Timely Filing 2/7/2011 9:32FPM
by AugAdmin

Did you catch the MaineCare listserv on MECMS Decommissioning?

If not, please read it today if you have any questions or concerns about submitting
claims for dates of services prior to 9/1/10.

Sign In I

Changes to Phone Lines 2/7/20119:29 PM
by AugAdmin

On February 1st, we had some changes in our phone lines.

For MeCMS claims (pre 9/1/2010 dates of service) contact your Provider Relations

Specialist directly.
For MIHMS claims (9/1/2010 and later dates of service) use the MaineCare Services

Provider Useful Links

= Prowvider Enrollment Links

In-State Provider
Enrcliment

Resume Your Enrollment Fhone...
- Check Status of Enrollment Hew Link Availablet Ay p—
App by AugAdmin

Cut of State Provider
Enrcliment

MNon Medicaid Provider
Enrcliment

There is a new link available under the Provider Useful links called National Correct
Coding Initiative Edits. This link will direct you to the CMS website for more
information on the Mational Correct Coding Initiative.

= Provider Manuals Important IRS Information 1/18/2011 6:23 PM

[

Figure 7-4: Reset Password Link

1. The online portal displays the Trading Partner Reset Password window, as shown in Figure 7-5
below:
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Trading Partner Reset Password

Forgot Your Password?

Please enter your user name to reset your password.

Continue Cancel

Figure 7-5: Trading Partner Reset Password

2. Specify trading partner user name in the box and click the Continue button.
3. The online portal displays the email address and security question associated with this user name,
as shown in Figure 7-6 below:

Trading Partner Reset Password

Please enter your security question answer, and select "Continue’ to reset
your password.

Email Address: p.r.ovider@domainname.com
Security Question: Wwhat is the first street I lived an in my hometown?
Security Answer:

Continue Cancel

Figure 7-6: Email Address and Security Q&A

4. Type the answer to the security question in the Security Answer box and click the Continue
button. If the question is answered successfully the online portal sends an email to the address
associated with the user name and displays the confirmation message shown in Figure 7-7 below:

Trading Partner Reset Password

SampleProvider
Your reset password link has been emailed to the following email address.
p.r.ovider@domainname.com

Ok

Figure 7-7: Confirmation of Password

5. The email contains a confirmation link and activation PIN. After receiving the email, click the
link (or copy it and paste it into the address bar of a web browser). The online portal displays the
Change Password window with the user name and activation PIN already filled in, as shown in
Figure 7-8 below:
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Trading Partner Password Recovery

User Name: SampleProvider

PIN: de38ad11-8575-486d-O¢

oL

.....

*Hew Password:

*Confirm Mew
Password:

Change Password Cancel

Figure 7-8: Change Password
6. To complete the Change Password window, follow the steps below:

a. Inthe New Password field, type a password that follows the password guidelines. It must
be at least six characters long and contain at least one each of an upper case letter, a
lower case letter, a special character (such as an asterisk “*”’) and a number. The
password may not contain spaces.

b. Inthe Confirm New Password field, retype the password exactly as typed in the New
Password field.

c. Click the Change Password button. The online portal displays a confirmation message,
as shown in Figure 7-9 below:

Trading Partner Password Recovery

Password has been changed successfully.
Ok

Figure 7-9: Password Reset
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7.4 User Name Retrieval

If the trading partner user name is forgotten it is retrieved using the Retrieve User Name link on the
online portal Provider page, see Figure 7-10 below:

MaineCare Services

An Office of the Depariment of
Health and Human Services

Home Provider

Trading Partner Sign In

User Name:

Passwaord:

Sign In |

Provider Useful Links

= Provider Enrollment Links

a [n-State Provider

Enrcliment

Resume Your Enrcllment

Check Status of Enrollment
App

Out of State Provider
Enrcliment

Non Medicaid Provider
Enrcliment

= Provider Manuals

Home > Provider

o
Health PAS-Online

Important Updates

Known Issues and Statuses 2/7/20119:33FM
by spadmin

See full listing of Known Issues and Statuses.

MECHMS Timely Filing

by AugAdmin

Did you catch the MaineCare listserv on MECMS Decommissioning?
If not, please read it today if you have any questions or concerns about submitting
claims for dates of services prior to 9/1/10.

27/20119:32FPM

Changes to Phone Lines 2{7[20115:29 FM

by AugAdmin

On February 1st, we had some changes in our phone lines.

For MeCMS claims (pre 9/1/2010 dates of service) contact your Provider Relations
Specialist directly.

For MIHMS claims (9/1/2010 and later dates of service) use the MaineCare Services
Ehone...

New Link Availablet
by AugAdmin

There is a new link available under the Provider Useful links called Mational Correct
Coding Initiative Edits. This link will direct you to the CMS website for more
information on the Mational Correct Coding Initiative.

2/1/2011 3:37PM

Important IRS Information

ke Anim A Armie

1/18/2011 6:23 FM

Figure 7-10: Retrieve User Name Link

1. After clicking the link, the online portal displays the Retrieve User Name window, as shown in

Figure 7-11 below:

Retrieve User Name

Forgot Your User Name?

Please enter your Email to retrieve your user name

Continue Cancel

Figure 7-11: Email Specification for User Name Retrieval

2. Type the email address for the user name to retrieve. Click the Continue button.

3. If the email address entered is associated to multiple trading partner accounts, the online portal
will display an error, as shown in Figure 7-12 below. (If the email address is associated to only
one trading partner account, the online portal will not show this error.)
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Retrieve User Name

Forgot Your Userflame?
Please enter your E-mail ID to receive your username.

p.r.ovider@domainname.com

Multiple accounts were found. Please enter your trading partner ID to refine search. If you do not
know your trading partner ID or if you are public user, please contact us at 866-690-5585

Trading Partner ID:

Continue Cancel

Figure 7-12: Multiple Accounts Error

4. If this error appears enter the trading partner ID in the field provided. (This number was emailed
to the user when the trading partner account was created. It is the same number that is used as the
sender ID for X12 submissions.) Click the Continue button.

NOTE: If the trading partner ID is not known call the number listed in the error message for additional
assistance.

5. After entering the email address (and trading partner ID, if needed) click the Continue button, the
online portal displays the email address and security question, as shown in Figure 7-13 below:

| Retrieve User Name |

To receive your username please enter the requested information and click Continue.

Email Address: p.rovider@domainname.com
Security Question: VWhat is the first street | lived on in my hometown?

Security Answer:

Answer is required.

Continue Cancel

Figure 7-13: Email Address and Security Q&A

6. Type the answer to the security question in the Security Answer box and click the Continue
button. If the question is successfully answered the online portal sends an email to the address
associated with the user name and displays the confirmation message shown in Figure 7-14
below:

Retrieve User Name

Your Username was emailed to the following email address.
p.r.ovider@domainname.com

Ok

Figure 7-14: Confirmation Message for User Name Retrieval

7. Click Ok. The email contains the user name and trading partner ID.
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8. User Maintenance

8.1 Manage Users

8.1.1 Adding Users
Use the Manage Users link to grant new users access to the clearinghouse’s trading partner account.

1. Sign in to the secure Trading Partner area on the online portal Provider page.

2. On the Welcome to Trading Partner window, expand the Account Maintenance link in the far
left column.
Choose the Manage Users link as shown in Figure 8-1 below:

3.
o6

MaineCare Services

An Offico of the Department of
Heolth and Human Services

Home " Provider

Welcome to MyHealth PAS

= Account Maintenance . 2
Medical information and me(

. = Manage Users
Using a web-based solution
providers and tradingpartner:

Reset Password

m Trading Partner Status

Figure 8-1: Account Maintenance
4. Click the Add User button, as shown in Figure 8-2 below:

Manage Users

Reaqistered users for this trading partner account are displayed below. Invite additional users by selecting "Add User’,
Existing users may be edited, deactivated or reactivated by dicking on the rows. You must have security role ‘R7-User Management’ to use these
features.

= | Add User

First Last
Mame Mame

Email Address Status

Clarence  House darence.house @domainname. com r F F F I ' F I [ Invied

Figure 8-2: Add User

5. The Manage Users window updates to display the fields needed to invite an additional user and
specify their permissions, as shown in Figure 8-3 below:
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E Add User

* First Mame; Clarence * | ast Mame; House

* Erail Address:  clarence house@domainnan Status: | Invited

=elect at least one role:

[T Select All [T EL- Pravicder Enrallment

[T R2 - Trading Partner Maintenance [~ R3 - ¥12 Submissions

[T R4 - Claims Submissians [~ RS - Eligibility

[~ Eé - Finance [T RT - User Management

[T RS - Utilization Management [T RA - Alerts and Subscriptions

Submit Cancel

Figure 8-3: Permission Fields
6. To complete the fields, follow these steps:

a. Specify the invited user’s first and last names in the First Name and Last Name fields,
respectively. These are required fields.

b. Inthe Email Address field, specify the invited user’s email address. This is a required
field.

c. Select at least one permission for the invited user. (Selections can be modified later to
give users any number or combination of permissions as business needs change. Please
see Section 8.1.2: Trading Partner Permission Codes for a more detailed description of
the powers allowed by each permission.)

7. Click the Submit button. The online portal sends an email invitation to the specified user. The
Manage Users window displays the invited user’s name, email address, and permissions, as
shown in Figure 8-4 below:

Manage Users

Registered users for this trading partner account are displayed below. Invite additional users by selecting "Add User’,
Existing users may be edited, deactivated or reactivated by dicking on the rows. You must have security role R7-Jser Management’ to use these
features.

Add User

First Last
MName Marme

Clarence  House darence house @domainname. com Il I F I - - I - F

Email Address Status

Figure 8-4: Invited Users

In order for the invited user to activate their account, they must follow the steps described in
Section 8.1.3: (Invited Users Only) Activating a Trading Partner Representative Account.

8. Toinvite additional users, repeat the process described in steps 4 through 7 above.
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8.1.2 Trading Partner Permission Codes

Though each user on trading partner account must have at least one permission, any combination of the
permissions are available to assign. Please find in this section a table listing all permission codes and
another detailing the powers that each code grants to users, see Table 1 and Table 2 below:

Table 1: Trading Partner Permission Codes & Descriptions

Requires TPA|Code Trading Partner User Access Area User Powers*

Y R1 Provider Enrollment Maintenance Provider account maintenance

Y R2 Trading Partner Maintenance Account maintenance including
provider associations and
demographics updates
(Clearinghouses do not require
provider associations)

Y R3 X12 EDI Transactions File Exchange (X12), and report
access

Y R4 Claim Submission, Claim Status Access Remittance Advice (PDF)
and reports, claim submission,
claim status, patient roster and
primary care roster

Y R5 Eligibility Verification Eligibility verification, patient
roster and primary care roster

Y R6 Payment Status Provider payment status

Y R7 User Management Manage account users

Y R8 Referral Submission & Status, Authorization submission,

Authorization Submission & Status authorization status, patient

roster, primary care roster,
referral submission and referral
status

Y R9 Alerts and Subscriptions EDI Gateway alerts and

subscriptions— these advise
trading partners when they have
a X.12 (825, 271, RA etc.)
response awaiting collection.

* All codes grant personal password reset powers.
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Not all powers are available to every type of trading partner account. For the list of the powers available

to users for clearinghouse trading partner accounts, refer to Table 2 below.

Table 2: Clearinghouse User Powers Grid

Requires TPA

Menu Item

Health PAS Online
User Access*

Clearinghouse

Account Maintenance

Access Rights

Y Manage Users R7 X
Y Provider Associations R2

Y Rest Password All X
Y Update Demographics R2 X
Y File Exchange (X12) R3 X
Y Remittance Advice (PDF) R4 X
Y Other Reports All X
Y Alerts and Subscriptions R9 X

Form Entry Access Rights

Y Authorization Submission R8

Y Authorization Status R8

Y Claim Submission R4

Y Claim Status R4

Y Eligibility Information R5

Y Patient Roster R4, R5, R8

Y Primary Care Roster R4, R5, R8

Y Provider Payment Status R6

Y Referral Submission R8

Y Referral Status R8

Provider Enroliment Access Rights

Y Provider Maintenance R1
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8.1.3 (Invited Users Only) Activating a Trading Partner Representative
Account
When a user is invited to create a trading partner representative account an email is sent that contains an

activation link. The invited user should click this link to begin their enrollment process. An example of
the Trading Partner Representative Registration window appears in Figure 8-5 below:

Trading Partner Provider Representative

*Indicates Required Information

*User Name:

*Password:
*Re-enter Password:
*Email Address: darence house@domainname.com

*Re-enter Email Address: darence house@domainname.com

Pleaze enter a confidential question and answer
for password reset and user name recovery purposes.

*Security Question:

*Security Answer:

Continue Cancel

Figure 8-5: Trading Partner Registration
To complete this window, follow these steps:
1. Inthe User Name field, type a user ID.

2. Inthe Password field, type a password. It must be at least six characters long and contain at least
one each of an upper case letter, a lower case letter, a special character (such as an asterisk “>”)
and a number. The password may not contain spaces.

In the Re-Enter Password field, retype the password exactly as typed in the Password field.
The Email Address field will be auto-populated. Verify this information is accurate.

The Re-Enter Email Address field will be auto-populated. Verify this information is accurate..

o 0 &~ w

In the Security Question and Answer fields, make up and type a confidential question and its
answer, respectively. (For example, “What street did I live on as a child?” or “What was the make
of my first car?”) If a password is forgotten this question and answer pair is used to verify the
user’s identity.

NOTE: All fields are required.

7. Click the Continue button. The online portal creates the user name and password as specified.
(To log in to the secure trading partner feature, the invited user will use this information in the
User Name and Password fields on the online portal Provider page. Refer to Section 5: Trading
Partner Login for more information about logging in to the online portal.

8.1.4 Modifying User Permissions

To modify the permissions granted to a provider representative a user must have R7 (User Management)
permission for the trading partner account. Follow the steps below:

1. Sign in to the secure trading partner area on the online portal Provider page.

2. On the Welcome to Trading Partner window, expand the User Maintenance link in the far left
column.
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3. Choose the Manage Users link. The online portal displays the initial Manage Users window, as
shown in Figure 8-6 below:

Manage Users

Registered users for this trading partner account are displayed below. Invite additional users by selecting "Add User’,
Existing users may be edited, deactivated or reactivated by dicking on the rows. You must have security role 'R7-User Management’ to use these
features.

Add User

t:f“e Email Address R R RS R6 RE R9
Clarence  House darence. house @domainname. com - & W~ = - - & - F  Invited
John Smith John.Smith@domsin.name.com FE F F F B I F [FE R Acdvatd
Account  Manager AccountManager@demainnamecem [ W W F T F F [ [ Actvated
L] [« [:]> ][] Page: 1 of1 Page size: 3 Ttem 1to 3 of 3

Figure 8-6: Manage Users

4. Click anywhere on the row of the user whose permissions need to be modified. The Manage
Users window expands to show identification, status, and permissions fields for the user selected.

5. Maodify the information as necessary, see Figure 8-7 below:

Bl Edit User

* First Name; Clarence

* | ast Mame; House

* Email address:  clarence house@domainnan Status: | Tnvited

=elect at least one role:

¥ Select All

[¥ R2 - Trading Partner Maintenance
¥ R4 - Claims Submissions

[T Ré - Finance

[T RS - Utilization Management

[~ EL- Provider Enrallment

¥ R3 - ¥12 Submissions

= RS - Eligibility

¥ RT - User Management

¥ R - Alerts and Subscriptions

Update

Cancel

Figure 8-7: Manage Users with Additional Permissions
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6. Click the Update button. The online portal saves the changes and refreshes the window to show
the user list with the modified permissions, as shown in Figure 8-8 below:

Manage Users

Registered users for this trading partner account are displayed below. Invite additional users by selecting "Add User”,

Existing users may be edited, deactivated or reactivated by dicking on the rows. You must have security role R7-User Management’ to use these
features.

Add User

Email Address Rl R2 R3 RS R& R&
Clarence  House darence.house @domainname.com F F F F F I F [ | Inied
John Smith John.Smith@domsin.name.com FE F F F I I F [ W Advatd
Account  Manager  AccountManager@domain.name.com [ ™ = ™ Il Il 7 - ¥ Activated
E]E] Page: 1 of1 Page size: 3 Item 1to 3of 3

Provider Representative details Updated Successfully

Figure 8-8: User List with Modified Permissions
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